GENERAL DESCRIPTIONS OF TYPES OF 

VOTING AND VOTE-COUNTING  EQUIPMENT 

VOTING EQUIPMENT WITHOUT ELECTRONIC BALLOTS
· Ballot Generator:  Touch Screen with voter-verified paper ballot.  This equipment is a method of using a computer to display instructions and ballots – which could be in multiple languages and be used by the sight-impaired, but its only product is printing a marked paper ballot in a standard format, as though the voter had manually marked it. This gains the advantages of computer programs, yet avoids the uncertainty of a computer-only single electronic record of the ballot choices.  

VOTING EQUIPMENT WITH ELECTRONIC BALLOTS
· DRE with Touch Screen only:  The voter signs in at the polling-place and receives a magnetic smart card activated by the poll-worker, which is taken to the voting booth and inserted into the smart card reader to begin the voting process.  Data on the card directs the software to bring up the proper ballot style for that voter. The voter is presented with on-screen instructions and ballot choices for candidates and issues. Voting is done by touching a designated spot on the screen with a finger, a pointer instrument or a dial for each individual race or issue. Upon completion of selection of the voter’s choices, he/she selects a “Finished” option.  One or more confirmation steps may follow to permit the voter to review and approve the choices displayed or to spoil the ballot and start over, eventually touching a spot which accepts the “I am really finished.” order by the voter, which records the vote within the data archive of the equipment, ejects the smart card if it remained in the reader, and locks the machine. The voter then returns the smart card to the poll-worker. 

· DRE with voter-verified paper trail.  Operates the same as the no-paper DRE, except for the addition of one more verification step. Upon completion of selection of all desired choices, when the voter touches a “Finished” spot, the confirmation steps include a printout of the ballot choices on an attached printer to permit the voter to review and approve the choices displayed in both places,  the screen and the paper. If they are the voter’s choices, and both match, then touching a spot which accepts the “I am really finished.” order registers the vote both internally in the memory of the machine and on the voter-inspected paper.  The paper representation of the ballot is then handled in much the same way as mark sense ballots - completed and read sheets are collected in a ballot-box, and transported for storage to the elections office. 

· DRE with controls for the sight-Impaired: Operates the same as the no paper DRE, except for the addition of tactile input and audio output for the voter, and a preliminary step by the poll-worker at the voting-booth to activate the machine in sight-impaired mode, and placing the earphones and hand controls in functional positions for the voter. 
· Independent ("stand alone”) software:  Programs which have no specific hardware.  As is common with home and office computers and network servers, new programs may be installed on machines for specific purposes. Software to manage voting data can be similarly distributed. One advantage of this option is to economize equipment costs, by using general purpose computers borrowed from everyday duties and taken to the polling place for the one day of voting, then returned to their other uses after the election. 

· Internet - ordinary computers:  Washington State, along with ten other states, planned to participate in a pilot project of internet voting by overseas voters (civilian and military) in 2004. [Note: The project, "SERVE", was cancelled.]  The voter pre-registers and receives a security code, somewhat similar to the PIN identification used for banking and credit at ATM’s or for online transactions. At the time of voting, the voter accesses the website for the jurisdiction, elections office database displays the proper ballot onscreen, and the voter makes selections using either a mouse or the keyboard.  Upon pushing the final button, the machine on-screen display repeats the entire ballot, when accepted it records the vote within the data-archive of the Federal Department of Defense database server. It also notes that the voter has cast a ballot, blocking any second attempt to vote. The elections office then must collect the voting data from the Department of Defense computer. 

· Internet - special machines: Online custom voting machines may be constructed to resemble a merger of the DRE and an ordinary computer.  They would be located at designated voting locations on Election Day (and before that day if the laws of the jurisdiction have authorized such “early-voting”). The process of voting starts with login with the personal identification information and the security-code. Then, the process is similar to a DRE with Touch Screen only (without a paper trail.) 

The Present voting system

VOTING EQUIPMENT WITH PAPER BALLOTS

· Punch-Cards:  The voter perforates the card to remove the chad in the desired location corresponding to each of the intended votes for candidates or ballot issues.  The card is then placed in the sealed ballot box.  The box is taken from the polling place to the elections office at the close of voting.  The cards are inspected for damage and stacked for insertion into the card reader for counting, as are ballots that arrive in the mail.  Absentee ballots are placed in an anonymous security envelope, then in an outer mailer envelope, signed by the voter and delivered either to the postal system or directly to a collection location operated by the elections office, including regular polling places on election day.
· Optical Scan sheets:  The voter, at the voting booth or at home, marks the sheet in the desired location corresponding to each of the intended votes for candidates or ballot issues. The sheet is then either placed in the ballot box or inserted into a reader.  Sheets that have been completed and read by the machine are collected in a ballot box, and transported for storage to the election office.  After sheets are read at the polling- place, tally results and the sheets are transported to the elections office directly, or via satellite stations, for tally consolidation.  Optical scan sheets voted by absentee or VBM voters follow the same procedure as punch card absentees.
VOTING EQUIPMENT WITHOUT PAPER BALLOTS

· Direct Recording Electronic (DRE WITH Touch Screen Only):  Being used in Snohomish County, WA.

· Voting on the Internet:  The 2003 Washington State Legislature authorized the use of the internet for casting of ballots.  The first actual use of internet voting was planned for November, 2004.   However, no certification for such equipment has yet been issued. [The project was cancelled by the Federal sponsor.]
BALLOT COUNTING PROCEDURES

Washington voters currently vote using punch cards, optical scan sheets, or DREs without a voter verifiable paper trail.  Absentee voters place their ballot in an anonymous security envelope, then in the outer mailer envelope signed by the voter and delivered either to a post office or directly to a collection location operated by the elections office, including polling places on Election Day.

Counting Polling Place Ballots


The Election Inspector at each polling place is responsible for collection and delivery of ballots or ballot records to a central point for counting. Punch card ballots are counted at election headquarters; if optical scan ballots are counted at the polling place, the memory card within the scanner is delivered to election headquarters. Where ballots are counted at the polling place, the results are posted when the polls close.  

Absentee Ballot Counting

Absentee ballots are sent by mail; contract mail service is used in some counties. Absentee ballots are required to be mailed 20 days before the election. Ballots returned by mail are sorted and delivered to county election workers. The signatures of the voters on the outer envelope are verified for valid registration before the envelopes are opened. Envelopes with invalid signatures are set aside for closer examination. If there is no signature, or an invalid signature, the voter may be notified and allowed to correct if time permits. In King and Snohomish Counties, the opening of the inner envelope and examination of ballots is done in the same location by a different work crew.


Ballots that are not marked or punched in a way that can be read by the counting device are set aside. If time permits, the voter may be notified and allowed to correct the ballot. If the intent of the voter is clear, the ballot may be remarked or enhanced by election officials; if the ballot cannot be read because it is torn or blotted, a duplicate ballot may be created. Snohomish County does not enhance ballots: a duplicate ballot is marked and the original kept.    These actions take place in the presence of observers for the major political parties - in 2003 these were the Democratic, Libertarian and Republican parties. (In King and Pierce counties, the party observers are paid.) This process takes place as ballots are returned. Actual counting of absentee ballots takes place no earlier than election day. Absentee ballots not returned by mail may be taken to any polling place on election day.

  [ this needs a complete re-write.]  Washington’s primary and general elections are so close together that a rule to require receipt by election day (rather than a postmark by that day) would impose difficulties in the evaluation by the voter of last-minute campaign information. 

Testing of Counting Equipment

The Secretary of State is required [RCW   insert number  ] to conduct a  pre-election and post-election system test to discover some (but not all) functional errors in the counting system.  This Logic and Accuracy (L & A) test is done in the presence of major party observers. The L&A test may find some system errors, but does not assure the absence of all errors. There are various procedures conducted at the polling place and at headquarters to assure that the number of ballots voted, collected and counted agrees at each step. After they are counted, ballots are kept in sealed boxes and stored in a secure location for a prescribed period of time, 60 days (state), 22 months (federal).

Recounts

State law requires a recount of voting results if the vote on a ballot measure or between two top candidates is 1/2 of one percent or less and the margin is 2,000 votes or less. If the margin is 1/4 of one percent and 150 votes or less, the recount must be done by hand, a procedure only possible if original paper ballots seen by the voters actually exist. A candidate or political party may request a recount at his/her or its own expense if the margin is less than one percent.   A machine recount takes precedence over the original count: a hand recount is the ultimate control.  A recount of up to three precincts may be performed on election night if the party observers agree on which precincts. Anyone can petition for a recount at a cost of 15 cents per ballot for a machine recount and 25 cents per ballot for a hand count.

Recent debates about election equipment frequently refer to audit trails.  Proponents of audit trails point out that having the ability to audit the accuracy of election equipment is of little value if such audits are not actually conducted.  No matter what kind of voting equipment is used, they believe random manual recounts must be conducted with enough frequency to make it possible to detect error or fraud even when election contests are not close enough to trigger automatic recounts. Several states have such a requirement, but Washington does not.  California requires that 1% of its ballots be randomly audited and a proposed HAVA amendment would require a mandatory surprise recount of .5 % of all votes for all federal offices. 

Such audits would increase the cost of elections.   

THE NEW TECHNOLOGY

Any model of  voting equipment incorporates hardware, most models have some software, and there are many variations of both. All models for voting must have some capability of being set up with the proper ballot choices by the county elections office of the jurisdiction, receiving the ballot choices from the individual voter, and transferring data to a central collection point at the elections office. All models for vote-counting (tallies) must have the capability of receiving information from the dispersed voting machines, calculating the interim and final vote totals, and reporting the results to the elections officials and thus, to the public. 

The equipment can be installed and used at a bewildering array of voting locations, including traditional polling-places on election day, early-voting locations in public places before election day, the elections office, and any computer capable of networking via communications means such as the internet, intranets, or private direct channels (wire or wireless). 

Hardware for voting can be as small as a customized box or plate, or as large as a fully functional general-purpose computer with a screen, keyboard, mouse, printer and networking connection such as a modem.  

Hardware for voting must have a means for the voter to receive information (the ballot and instructions) and to give information (the choices – literally, the votes).  It must also have similar in-out capabilities for the elections official, to signify the pre-testing, the start and the end of the voting, and perhaps other functions.  Most readers are familiar with keyboards, pointing and selection devices (a mouse and its variants), display screens, printers, speakers and microphones, panels or control-boxes with push-buttons (like game-controllers and joy-sticks).  

Hardware must have two kinds of memory-components for these functions, and may have a third kind. Memory is the storage element of the machine, and storage happens in two ways – permanent or temporary. 

Permanent memory storage has content that is fixed when the component is manufactured, and cannot be altered later.  PRAM memory storage ( Programmable random access memory) may only be altered with advanced methods, not accessible to the casual user. 

Temporary memory storage has two variants.  Making an analogy to a workshop – they are a supplies cabinet and a workbench.  Disk storage (commonly called hard-disk or floppy-disk} or a CD) is the supplies cabinet. Files reside there in a more or less stable manner (they are ”saved” on the disk.)  RAM storage (Random Access Memory) is the workbench.  Data is brought from a disk onto the RAM for step-by-step processing, just as a craftsman assembles a product by adding component pieces taken from the workshop storage bins or shelves, following the rules set out for the gadget being built. 

Software (programs) for voting must be installed in a computer to enable it to perform the desired operations. Software is the set of instructions for calculations, input, output and all the housekeeping activities. Software, broadly considered, includes both the Source Code (as written by, and often kept secret by, the developer) and the Executable Code (which is the part saved on users’ computers).  Following the workshop analogy, software is the set of instructions to the operator, like: “Get Piece A from storage; Put it on the workbench, etc., (until all pieces are in place); then Put the Product in the Finished storage (‘record the result’).” 

Software and Hardware marriage – Programs may be incorporated into the voting location equipment and the vote counting equipment by a variety of technical options which are not relevant here, except for security factors. There are several ways that the software is placed within the hardware – on permanent memory storage, on fixed or floppy disks, on a CD, with removable-media cards, or via networking with a communications means such as the internet, intranets, or private direct channels (wire or wireless) or even by keyboarding or other means. 
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